
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

University of Essex, Innovation and 
Technology Solutions 
 
Publication date: 10/12/2019 
Version:  3.1 

Mobile 
Communication 
Device Policy 



 

Page 2 of 8 
 

 
Table of contents  
 
Objectives ........................................................................................................................ 3 

Provision and eligibility .................................................................................................. 3 
Personal devices. ........................................................................................................................................ 3 
University provided devices. ........................................................................................................................ 3 

Purchasing and costs ..................................................................................................... 3 

Security and data information ....................................................................................... 4 
For all devices .............................................................................................................................................. 4 
For University provided and personal mobile devices (excluding radios) ................................................... 4 

Repairs and replacements ............................................................................................. 4 

Travel guidance ............................................................................................................... 5 
Travel zones ................................................................................................................................................ 5 
Travel tips .................................................................................................................................................... 6 

Mobile device workflow .................................................................................................. 7 

Policy information ........................................................................................................... 8 
 
 



 

Page 3 of 8 
 

 
Objectives 
 
 
The objectives of this policy are to ensure that the University receives the maximum benefit from the 
mobile devices issued and to minimise any associated risks. 
 
Mobile communication devices can be useful to support efficient and cost-effective ways of working. This 
document covers those devices (mobile phones, tablets, two-way radios) that make use of mobile 
communication networks. It does not include laptops. 
 
The ITS Acceptable Use Policy (AUP) and the Information Security Policy apply to the use of mobile 
devices. 
 
Further guidance on mobile devices and security can be found by searching ‘mobile device guidelines’ on 
the Staff Directory. 
 
 

Provision and eligibility 
 
Personal devices 
 
Staff that feel a mobile device would be beneficial to them, but who are not eligible to receive a University 
device, may provide their own. Those devices and their use are subject to the same requirements as 
university provided devices. In particular, their use must conform to the Acceptable Use Policy and the 
Information Security Policy. It is not possible to claim mobile phone charges as an expense from central 
University Budgets. 
 
University provided devices 
 
The University will provide a mobile device where there is an essential business need specific to a role. 
Where a number of people share a role then a single device may be shared between all those in the role. 
 
 

Purchasing and costs 
 
 
The Head of Department or their administrative nominee should make requests for mobile devices. The 
administrator should be the person who has the responsibility for the Centrally Funded Desktop 
programme. An online form and catalogue is provided for this purpose. https://www.essex.ac.uk/staff/it-
services/it-purchasing 
 
The costs of the devices (Included within the catalogue) and standard usage will be met by ITS budgets, 
other costs, such as accessories will not. 
 
ITS will assess the business need in each case and suggest the most appropriate device. The request may 
be declined if the business case does not support the request. 
 
Staff must undertake the Information Security Essential training on Moodle before any device is provided to 
them. 
 
ITS will provide regular reports on usage and costs for those devices. The reports will be sent to the 
authorised user of each device and to the person who requisitioned the device if they are deemed 
excessive. Furthermore, these costs may be investigated and if deemed to be inappropriate will be 

https://www.essex.ac.uk/staff/it-services/it-purchasing
https://www.essex.ac.uk/staff/it-services/it-purchasing


 

Page 4 of 8 
 

charged back to the department. It will then be up to the department’s discretion if they seek to reclaim 
those costs from the individual. 
 
In order to manage usage costs, devices will have no access to premium rate services or international 
dialling. Only essential work-related apps will be provided. 
 
Line managers should assess costs and discuss those with the device user. If required, ITS can cap costs. 
Requests for this should be directed to its.purchasing@essex.ac.uk 
 
ITS Purchasing should also be informed promptly when an individual role changes, or if a role no longer 
requires the use of mobile communications. 
 
Loss of devices should be reported to it.hepdesk@essex.ac.uk. 
 
 

Security and data information 
 
For all devices 
 
Devices should be kept physically secure. They should not be left unattended when in public places nor left 
visible in a car. The level of security you should apply should be similar to that you use for your wallet or 
purse. 
 
For University provided and personal mobile devices 
(excluding radios) 
 
Mobile devices that are used to communicate with the University or partners will contain information that 
falls under the General Data Protection Regulations and Data Protection Act. They represent a risk to the 
University. Therefore the following rules must be applied:  
 
 Devices must be secured with a PIN, fingerprint or pattern. 

 
 Device locking must be activated at 5 minutes of inactivity or less. 

 
 Jailbroken or rooted devices must not be used. 

 
 If an owner of a device changes role or leaves the University the device should be handed back to ITS 

Purchasing. The device will be repurposed for the new role holder and returned or reused within the 
university. 
 

 A University provided mobile device is for primarily work related purposes. You will receive a monthly 
usage summary. Charges will also be monitored programmatically by the centralised reporting system 
and by the Department / Professional Service. 
 

 Where a device is issued with a SIM, the SIM must remain in the device. If the SIM needs to be 
transferred to another device, please contact its.purchasing@essex.ac.uk 
 

 Ensure that you follow all laws and rules that apply. For example, using a mobile phone not hands free 
whilst driving. The consequences of failing to do so rest with you, not the University. 

 
 

Repairs and replacements 
 
 
If you experience a fault or you have broken the device, in the first instance please come and speak to ITS 
Purchasing as it may be that the phone is still within warranty. If it is within warranty, we will liaise with our 

mailto:its.purchasing@essex.ac.uk
mailto:it.hepdesk@essex.ac.uk
mailto:its.purchasing@essex.ac.uk
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provider and see if the device is eligible for repair or replacement. In the meantime, we can provide you 
with a temporary device to ensure you can still make/receive calls. 
 
If the device is not within warranty, our ITS engineers will do their best to try to fix the phone. However, if 
they are unsuccessful we may have to look into a replacement, if the device is under a year old and is 
broken due to user error the department may get charged for the replacement device. 
 
If you are unable to come to ITS Purchasing (for example you are abroad) our advice would be to purchase 
a cheap device that fits your current sim card, swap the sim into the new phone and continue using that 
until you are able to return to the University. That purchase is then able to be claimed back via expenses. 
Upon returning to the university, we will then begin the original warranty/repair cycle as mentioned above. 
 
 

Travel guidance 
 
 
If you have a mobile device with a University of Essex sim contract, you are entitled to use this for business 
related activity.  
 
Sometimes this requires people to travel abroad and use their devices whilst in other countries to check 
emails, access the internet etc. The following guidance should help users understand where they may 
incur additional charges and how they can try to prevent it. 
 
Travel zones 
 
When travelling outside of the UK and specifically outside “Europe Zone 1” the below chart shows the 
areas in which additional roaming charges will be incurred if mobile data is used. 
 
Our current tariff classes us as a “Business Traveller” however; Vodafone does have the ability to add 
additional data bundles for people that are travelling in the “Rest of World” category. Please contact 
its.purchasing@essex.ac.uk to see what International Roaming Bundles are available to help avoid any 
excessive unwanted charges. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

Page 6 of 8 
 

 
Travel tips 
 
 Use wifi. It may sound obvious but using Wifi is free and more often than not, you can find free Wifi at 

various coffee shops, internet cafes and libraries. Furthermore Wifi calling is also enabled on all 
University Mobile Phones so excessive charges can also sometimes be avoided if you make calls 
whilst connected to W-Fi. Apps like “Wifi Finder” can help you locate spots to connect. This particular 
app can work online or offline. 

 
 Keep roaming turned off. By going into your phone’s settings, you are able to turn mobile data off, or 

simply turn your device’s airplane mode on. 
 
 Download city guides with offline access. If you know you’re going to be without an Internet 

connection, download or save city guides before you go. TripAdvisor Offline City Maps, Gogobot and 
Viator are just a few great—and free—options for saving maps, suggestions and guides to access 
during your trip. 

 
 Sync before your trip. By taking your phone abroad, there is an increased chance that you could lose 

it or get it stolen. Before leaving, make sure you sync/ backup your contacts and other important 
information before you go. 
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Mobile device workflow 
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